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1. Background

In May 2024, a critical firmware fault was identified in GPS183 and GNS183-UC-based reference clocks
where a short-circuit on the antenna line could result in a failure and subsequent permanent damage to

the receiver.

While such a failure is rare and can only occur with a short-circuited antenna line, operators of affected
systems are strongly urged to install the firmware update to eliminate the risk of damage arising from

this fault.

Only microSync devices shipped in 2024 contain the affected reference clock types. All GPS183 and
GNS183-UC-based reference clocks shipped by Meinberg from May 2024 onwards already include the fix

and therefore do not require any action on the operator’s part.

This document explains how to detect if your system is affected by the fault, and how to download and

install the module firmware file.
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2. ldentifying Affected Systems

The described fault affects the following devices manufactured between February 2024 and May 2024:

e microSync HR101, HR102, HR301, HR302, RX101, RX102, RX201, RX202, RX301, RX302, RX311, RX312,

RX401, RX402, RX411, RX412 Time Servers

Unaffected Systems
It does not affect the following devices:

e microSync HR100, HR300, HR310, HR700, HR701, HR702, RX100, RX300, RX310, RX400, RX410, RX522,
RX622, RX700, RX701, RX702, RX800, RX801, RX802 Time Servers
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The firmware fault relates to reference clocks and time servers with a reference clock firmware version

earlier than v1.11. You can identify which firmware version your microSync’s reference clock has by

following the procedure below:

1. Loginto your microSync system via the Web Interface.

0os

Login

Username

Password

2. Select the “Maintenance” tab.

melnberg Dashboard Configuraticn State Maintenance Q ¢ 0 X admin
MAINTENANCE P H
@ Maintenance

1B inventory
=] systemLog & Inventory [Z] system Log

View the device hardware and software, diagnostics View the system's message log file.
[E] KernelLog information and install new firmware updates.

[Z] Kernel Log

View the system's recent messages.
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3. Expand the “Clock Module” panel.

me_l n berg Dashboard Configuration State Maintenance Q culk

@ Maintenance > Inventory
B B Inventory
E Overview Modules Firmware
E
~ Clock Module (GPS183) Collapse
Firmware

Information about the currently running firmware on the receiver module.

Version (legacy) 1.08

Affected systems can be identified as follows:

e The “Clock Module” panel should display “GPS183” or “GNS183-UC” in parentheses. If the model

shown here is anything else, you do not need to install this firmware.

e Affected systems will have a “Version (legacy)” of “v1.08” or earlier. If this field reads “v1.11” or

better, the appropriate fix is already installed and there is no need to install the latest version.
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3. Installing the Firmware Update

1. Visitthe Meinberg Firmware Download page

(https://www.meinbergglobal.com/english/sw/firmware.htm), enter the serial number of your

device, and download the latest firmware update.

If you have multiple affected microSync devices in operation, this download can of
0 course be used for all of those affected devices.

2. Loginto your microSync system via the Web Interface.

0os

Login

Username

Password
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3. Select the “Maintenance” tab.

melnb_erg Dashboard Configuration State Maintenance Q os-target-0310 X admin
MAINTENANCE 7o H
@ Maintenance

1B inventory
[=] systemiog 1B Inventory [=] system Log

View the device hardware and software, diagnostics View the system's message log file.
[E] Kernel Log information and install new firmware updates.

[Z] Kernel Log

View the system’s recent messages.

4. Access the “Inventory” page and click on “Install New Firmware...”.

Installed Versions Install new firmware...
List of currently installed firmware versions.

> 2022.05.2 [ Active | Expand

> 2022.05.7 Expand

5. Youwill be prompted to select the firmware update file. Click on “Browse...”, select the downloaded

.ufu file.

Install a new firmware

To install a new firmware version upload the firmware update file {.ufu)
below.

Browse... micro05-2022.05.8.ufu

': Cancel Install firmware
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6. Once the meinbergOS software update has been updated, you will see the message below. Click on

“Activate New Firmware Now” to enable the new firmware and restart the system.

Update installed successfully

Go back to inventory Activate new firmware now

7. If you do not already have it installed, download Meinberg Device Manager from the Meinberg

website at:

https://www.meinbergglobal.com/english/sw/mbg-devman.htm

Install the Meinberg Device Manager software (or unpack it to a directory of your choosing if using
the Portable Version) and execute it. Add your microSync system in accordance with the instructions
provided in the Meinberg Device Manager documentation, either by means of auto-discovery or by

manual configuration.

os-arge-0310 os-arget-0310

& System Settings % overview

Upioad SSL Certificate: Device: microSync RX101
Create Snapshot. Serial Number: 025911000390
Get Diagnostics Fie: Frmware: Ei 2022.05.8-) 58297fc8

Target 0x0310

[
N
W a2
| G

NTP Stratum 1

Network Link:

() )

NTP System Peer. Ass. 58601 (Ref. ID: MRS)

NTP Offset 2670us

PTP Instances: 1

PTP Port State(s) #00: Master

Recent Event NTP state (OK)
2024-05-24.09:00:32

NTP service synchronized

Apply All & Close Revoke All Cancel & Close
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8. Once connected to your microSync system in Meinberg Device Manager, open the “Firmware” page

in the “Config” panel on the left.

Under “Module Firmware” you should see the “GPS183” or “GNS183-UC” target module show that
an update to “1.11” (or better) is available. Select the reference clock in the table, select either the

reference clock or “Update all suitable modules...” in the drop-down list, then click on the blue

“Start Update” button.

Once this process is completed, the reference clock will reboot.

Firmware

es-arget-0310 es-arget-0310

& Firmware Settings %] Overview

Installed Versions: 305 Device: microSync RX101
Active Version 2022058 Serial Humber: 025511000390
Originally Shipped Version (0SV) 2022058 Firmvvare: Eli 2022.05.8-u 582977c8

Update Device Firmware: = Target 0x0310

B e

Version |
2022058 Network Link:

2022057 W =2
2022.05.2 . lan3

Delete Unused Version(s) ]

NTP Stratum: 1

NTP System Peer: Ass. 58601 (Ref. ID: MRS)

=
=

Module Firmware:
NTP Offset: -113.435us
Target Module Installed Update Suitable

GPs183 108 Py 1

PTP Instances: 1

PTP Port State(s) #00: Master

Recent Event: NTP state (OK)
Perform Update:

2024-05-24 09:00:32
Update all suitable moduies.

NTP service synchronized

Update All Modules:

Reset to Factory Defaults:

Apply All & Close Revoke All Cancel & Close
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9. Verify that the firmware is correctly installed, either by:

o accessing the Web Interface, selecting the “Maintenance” tab, opening the “Modules”

page, and checking “Version (legacy)”, which should be “1.11” or better.

~ Clock Module (GPS183) Collapse

Firmware
Information about the m.rrcmly running firmware on the receiver module.

Version (legacy) 11

o opening Meinberg Device Manager, selecting “System” from the status panel on the right,
opening the “System” page under “Clock [CLK1]”, and checking “Firmware”, which should

be “1.11” or better.

os-target-0310 (Clock [CLK1])

%] System Status

Device: GPS1E3
Serial Number: 035811016950
Firmvvare: 111

FPGA: csgpsvld
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